
 

 

LAMPIRAN 1 : Source Code 

1.1. nodeMCU_LED_TLS.ino 

1 

2 

3 

 

4 

5 

6 

7 

8 

9 

10 

11 

12 

 

13 

14 

15 

16 

 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 

27 

28 

29 

30 

31 

32 

33 

 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

 

44 

45 

46 

47 

#include "FS.h" 

#include <ESP8266WiFi.h> 

#include <PubSubClient.h> 

 

#define LED_RED D1 

#define LED_GREEN D2 

#define LED_BLUE D3 

#define WIFI_SSID "NAMA SSID WIFI" 

#define WIFI_PASS "PASSWORD WIFI" 

#define MQTT_SERVER "IP MQTT BROKER" 

#define MQTT_PORT "PORT MQTT BROKER" 

#define MQTT_USERNAME "TOKEN JWT" 

#define MQTT_PASSWORD " " 

 

int ledPin = LED_BUILTIN; 

boolean redStatus, greenStatus, blueStatus; 

WiFiClientSecure espClient; 

PubSubClient client(MQTT_SERVER, MQTT_PORT, callback, 

espClient); 

void setup() { 

  Serial.begin(115200); 

  pinMode(LED_RED, OUTPUT); 

  pinMode(LED_GREEN, OUTPUT); 

  pinMode(LED_BLUE, OUTPUT); 

  pinMode(ledPin, OUTPUT); 

  setup_wifi(); 

  delay(500); 

  setup_certificates(); 

} 

 

void loop() { 

  if (!client.connected()) { 

    reconnect(); 

  } 

  delay(500); 

  client.loop(); 

} 

 

void setup_wifi() { 

  delay(10); 

  WiFi.begin(WIFI_SSID, WIFI_PASS); 

  while (WiFi.status() != WL_CONNECTED) { 

    digitalWrite(ledPin, HIGH); 

    delay(200); 

    digitalWrite(ledPin, LOW); 

    delay(200); 

  } 

} 

 

void setup_certificate() { 

  if (!SPIFFS.begin()) { 

    return; 

  } 
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  File ca = SPIFFS.open("/mqtt_ca.crt", "r"); 

  espClient.loadCertificate(ca); 

} 

 

void reconnect() { 

  while (!client.connected()) { 

    if (client.connect("nodeMCU_LED", MQTT_USERNAME, 

MQTT_PASSWORD)) { 

      Serial.println("connected"); 

      boolean sub; 

      do { 

        delay(10); 

        sub = client.subscribe("nodeMCU/LED/+/toggle"); 

      } while (!sub); 

      updateStatus(); 

      publishStatus("red"); 

      publishStatus("green"); 

      publishStatus("blue"); 

    } else { 

      delay(5000); 

    } 

  } 

} 

 

void callback(char* topic, byte* payload, unsigned int 

length) { 

  boolean state; 

  for (int i = 0; i < length; i++) { 

    char receivedChar = (char)payload[i]; 

    if (receivedChar == '1') { 

      state = true; 

    } 

    if (receivedChar == '0') { 

      state = false; 

    } 

  } 

  String color = splitString((String)topic, '/', 2); 

  if (color == "red") { 

    digitalWrite(LED_RED, state); 

  } else if (color == "green") { 

    digitalWrite(LED_GREEN, state); 

  } else if (color == "blue") { 

    digitalWrite(LED_BLUE, state); 

  } 

  updateStatus(); 

  publishStatus(color); 

} 

 

void publishStatus(String color) { 

  char buffer[5]; 

  if (color == "red") { 

    dtostrf(redStatus, 0, 0, buffer); 

    client.publish("nodeMCU/LED/red/status", buffer); 

  } else if (color == "green") { 

    dtostrf(greenStatus, 0, 0, buffer); 

    client.publish("nodeMCU/LED/green/status", buffer); 

  } else if (color == "blue") { 

    dtostrf(blueStatus, 0, 0, buffer); 

    client.publish("nodeMCU/LED/blue/status", buffer); 
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  } 

} 

 

void updateStatus() { 

  redStatus   = digitalRead(LED_RED); 

  greenStatus = digitalRead(LED_GREEN); 

  blueStatus  = digitalRead(LED_BLUE); 

} 

 

String splitString(String data, char separator, int index) 

{ 

  int found = 0; 

  int strIndex[] = {0, -1}; 

  int maxIndex = data.length() - 1; 

  for (int i = 0; i <= maxIndex && found <= index; i++) { 

    if (data.charAt(i) == separator || i == maxIndex) { 

      found++; 

      strIndex[0] = strIndex[1] + 1; 

      strIndex[1] = (i == maxIndex) ? i + 1 : i; 

    } 

  } 

  return found > index ? data.substring(strIndex[0], 

strIndex[1]) : ""; 

} 

1.2. nodeMCU_DHT_TLS.ino 
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#include "FS.h" 

#include "DHT.h" 

#include <ESP8266WiFi.h> 

#include <PubSubClient.h> 

 

#define DHTPIN D5 

#define DHTTYPE DHT11  

#define WIFI_SSID "NAMA SSID WIFI" 

#define WIFI_PASS "PASSWORD WIFI" 

#define MQTT_SERVER "IP MQTT BROKER" 

#define MQTT_PORT "PORT MQTT BROKER" 

#define MQTT_USERNAME "TOKEN JWT" 

#define MQTT_PASSWORD " " 

 

int defPin = LED_BUILTIN; 

unsigned long readTime; 

DHT dht(DHTPIN, DHTTYPE); 

WiFiClientSecure espClient; 

PubSubClient client(MQTT_SERVER, MQTT_PORT, callback, 

espClient); 

 

void setup() { 

  Serial.begin(115200); 

  pinMode(defPin, OUTPUT); 

  setup_wifi(); 

  delay(500); 

  setup_certificates(); 

  dht.begin(); 

  readTime = 0; 

} 

 

void loop() { 
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  if (!client.connected()) { 

    reconnect(); 

  } 

  delay(500); 

  client.loop(); 

  if(millis() > readTime+60000){ 

    publishStatus(); 

  } 

} 

 

void setup_wifi() { 

  delay(10); 

  WiFi.begin(WIFI_SSID, WIFI_PASS); 

  while (WiFi.status() != WL_CONNECTED) { 

    digitalWrite(ledPin, HIGH); 

    delay(200); 

    digitalWrite(ledPin, LOW); 

    delay(200); 

  } 

} 

 

void setup_certificate() { 

  if (!SPIFFS.begin()) { 

    return; 

  } 

  File ca = SPIFFS.open("/mqtt_ca.crt", "r"); 

  espClient.loadCertificate(ca)); 

} 

 

void reconnect() { 

  while (!client.connected()) { 

    if (client.connect("nodeMCU_DHT", MQTT_USERNAME, 

MQTT_PASSWORD)) { 

       

    } else { 

      delay(5000); 

    } 

  } 

} 

 

void callback(char* topic, byte* payload, unsigned int 

length) { 

   

} 

 

void publishStatus() { 

  float t, h; 

  readTime = millis(); 

  do{ 

    t = dht.readTemperature(); 

    h = dht.readHumidity();     

  }while (isnan(h) || isnan(t)); 

  char bufferTemp[10]; 

  char bufferHum[10]; 

  dtostrf(t,0, 0, bufferTemp); 

  dtostrf(h,0, 0, bufferHum); 

  Client.publish("nodeMCU/DHT/temperature/status", 

bufferTemp); 

  delay(50); 
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  Client.publish("nodeMCU/DHT/humidity/status", bufferHum); 

  delay(50); 

} 

1.3. Auth-Server.py 
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#!/usr/bin/env python 

# -*- coding: utf-8 -*- 

import sys 

import bottle 

import jwt 

import MySQLdb 

#From https://github.com/mitsuhiko/python-pbkdf2 

import pbkdf2_test as pbkdf2  

from bottle import response, request 

 

db = MySQLdb.connect(host="localhost", 

                     user="user", 

                     passwd="pass", 

                     db="nama database") 

app = application = bottle.Bottle() 

 

def decodeJWT(encoded): 

    trim = encoded[7:] 

    data = jwt.decode(trim, 'Kode Rahasia', 

algorithms=['HS256']) 

    return data 

 

@app.route('/auth', method='POST') 

def auth(): 

    response.content_type = 'text/plain' 

    response.status = 403  

    encoded = request.get_header('Authorization') 

    if encoded is None:  

    return 

    data = decodeJWT(encoded) 

    username = data['username'] 

    password = data['pw'] 

    data_sql = userQuery(username)me 

    if data_sql is None: 

    return  

    checkhash = pbkdf2.check_hash(password, data_sql['pw']) 

    if username == data['username'] and checkhash: 

        print "username and password match!" 

        response.status = 200 

    return 

 

def userQuery(username): 

    cur = db.cursor() 

    sql = "SELECT * FROM mqtt_users WHERE username = '%s' " 

% (username) 

    try: 

        cur.execute(sql) 

        result = cur.fetchone() 

        data = {'id': result[0], 'username': result[1], 

'pw': result[2], 'role': result[3]} 

        return data 

    except: 
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        print "Fetch User Gagal (username : \'" +username 

+"\' tidak ditemukan)" 

 return None 

    db.close() 

 

@app.route('/superuser', method='POST') 

def superuser(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    encoded = request.get_header('Authorization') 

    if encoded is None: 

    return 

    data = decodeJWT(encoded) 

    username = data['username'] 

    su = superQuery(username) 

    if su is None: 

    return 

    if su>0: 

        response.status = 200 

    return message 

 

def superQuery(username): 

    cur = db.cursor() 

    sql = "SELECT COUNT(*) FROM mqtt_users u JOIN mqtt_roles 

r ON u.role = r.title WHERE username='%s' AND r.super=1" % 

(username) 

    try: 

        cur.execute(sql) 

        result = cur.fetchone() 

        return result[0] 

    except: 

        print "Fetch Super Gagal (username : \'" +username 

+"\' tidak ditemukan" 

    db.close() 

 

@app.route('/acl', method='POST') 

def acl(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    encoded = request.get_header('Authorization') 

    if encoded is None: 

    return  

    data = decodeJWT(encoded) 

    username = data['username'] 

    topic    = request.forms.get('topic') 

    acc      = request.forms.get('acc') 

    result = aclQuery(username, int(acc)) 

    if result is None: 

    return 

    for row in result: 

        if(topic == row[0]): 

            response.status = 200 

            break 

    return 

 

def aclQuery(username, acc): 

    cur = db.cursor() 

    sql = "SELECT p.topic FROM mqtt_permissions p JOIN 

mqtt_roles r ON r.title = p.role RIGHT JOIN mqtt_users u ON 
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u.role = r.title WHERE username = '%s' AND rw >= '%d'" % 

(username, acc) 

    try: 

        cur.execute(sql) 

        result = cur.fetchall() 

        return result 

    except: 

        print "Fetch Gagal" 

    db.close() 

 

@app.route('/getToken', method='POST') 

def getToken(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    payload ={} 

    payload['username'] = request.forms.get('username') 

    payload['pw']       = request.forms.get('pw') 

    bearer  = "Bearer " 

    encoded = jwt.encode(payload, 'Kode Rahasia', 

algorithm='HS256') 

    data   = bearer +encoded 

    response.status = 200 

    return data  

 

@app.route('/user', method='POST') 

def register(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    payload  = {} 

    username = request.forms.get('username') 

    password = request.forms.get('pw') 

    role     = request.forms.get('role') 

    username_check = checkUsername(username) 

    if(username_check>0): 

    return      

    insert_data = {'username': username, 'pw': 

pbkdf2.make_hash(password), 'role': role} 

    success = insertUser(insert_data) 

    if success == 0: 

    return  

    payload = {} 

    payload['username'] = username 

    payload['pw']       = password   

    bearer  = "Bearer " 

    encoded = jwt.encode(payload, 'Kode Rahasia', 

algorithm='HS256') 

    token   = bearer +encoded 

    response.status = 200 

    return  

 

@app.route('/user', method='PUT') 

def putUser(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    payload  = {} 

    username = request.forms.get('username') 

    password = request.forms.get('pw') 

    role     = request.forms.get('role') 

    username_check = checkUsername(username) 
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    if(username_check==0): 

    return 

    update_data = {'pw': pbkdf2.make_hash(password), 'role': 

role} 

    success = updateUser(username, update_data) 

    if success == 0: 

    return  

    payload = {} 

    payload['username'] = username 

    payload['pw']       = password 

    bearer  = "Bearer " 

    encoded = jwt.encode(payload, 'Kode Rahasia', 

algorithm='HS256') 

    token   = bearer +encoded 

    response.status = 200 

    return  

 

@app.route('/user', method='DELETE') 

def delUser(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    payload  = {} 

    username = request.forms.get('username') 

    password = request.forms.get('pw') 

    username_check = checkUsername(username) 

    if(username_check==0): 

    return   

    data_sql = userQuery(username) 

    checkhash = pbkdf2.check_hash(password, data_sql['pw']) 

    if not checkhash: 

    return  

    success = deleteUser(username)  

    if success == 0: 

    return  

    response.status = 200 

    return message 

 

def checkUsername(username) 

    cur = db.cursor() 

    sql = "SELECT COUNT(*) FROM mqtt_users WHERE username = 

'%s'" % (username) 

    try: 

        cur.execute(sql) 

        result = cur.fetchone() 

        return result[0] 

    except: 

        print "Fetch Gagal" 

    db.close() 

 

def insertUser(data): 

    cursor = db.cursor() 

    sql = "INSERT INTO mqtt_users(username, pw, role) VALUES 

('%s', '%s', '%s')" % (data['username'], data['pw'], 

data['role']) 

    try: 

        cursor.execute(sql) 

        db.commit() 

    except: 

    db.rollback() 
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    return 0 

    return 1 

    db.close() 

 

def updateUser(username, data):  

    cursor = db.cursor() 

    sql = "UPDATE mqtt_users SET pw= '%s', role= '%s' WHERE 

username= '%s'" % (data['pw'], data['role'], username) 

    try: 

        cursor.execute(sql) 

        db.commit() 

    except: 

    db.rollback() 

    return 0 

    return 1 

    db.close() 

 

def deleteUser(username): 

    cursor = db.cursor() 

    sql = "DELETE FROM mqtt_users WHERE username = '%s'" % 

(username) 

    try: 

        cursor.execute(sql) 

        db.commit() 

    except: 

    db.rollback() 

    return 0 

    return 1 

    db.close() 

 

@app.route('/role', method='POST') 

def addRole(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    encoded = request.get_header('Authorization') 

    if encoded is None:  

    return  

    data = decodeJWT(encoded) 

    username = data['username']  

    password = data['pw'] 

    admin = checkAdmin(username, password) 

    if not admin: 

    return 

    title = request.forms.get('title') 

    role_check = checkRole(title) 

    if(role_check>0): 

    return 

    success = insertRole(title)  

    if success == 0: 

    return  

    response.status = 200 

    return 

 

@app.route('/role', method='DELETE') 

def delRole(): 

    response.content_type = 'text/plain' 

    response.status = 403     

    encoded = request.get_header('Authorization') 

    if encoded is None: 
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    return 

    data = decodeJWT(encoded) 

    username = data['username'] 

    password = data['pw'] 

    admin = checkAdmin(username, password) 

    if not admin: 

    return 

    title = request.forms.get('title') 

    role_check = checkRole(title) 

    if(role_check==0): 

    return    

    success = deleteRole(title) 

    if success == 0: 

    return  

    response.status = 200 

    return 

 

def checkAdmin(username, password):  

    admin = superQuery(username) 

    data  = userQuery(username) 

    check_hash = pbkdf2.check_hash(password, data['pw']) 

    if admin>0 and check_hash: 

    return True 

    else: 

    return False 

 

def checkRole(title): 

    cur = db.cursor() 

    sql = "SELECT COUNT(*) FROM mqtt_roles WHERE title = 

'%s'" % (title) 

    try: 

        cur.execute(sql) 

        result = cur.fetchone() 

        return result[0] 

    except: 

        print "Fetch Gagal" 

    db.close() 

 

def insertRole(title): 

    cursor = db.cursor() 

    sql = "INSERT INTO mqtt_roles(title) VALUES ('%s')" % 

(title) 

    try: 

        cursor.execute(sql) 

        db.commit() 

    except: 

    db.rollback() 

    return 0   

    return 1 

    db.close() 

 

def deleteRole(title): 

    cursor = db.cursor() 

    sql = "DELETE FROM mqtt_roles WHERE title = '%s'" % 

(title) 

    try: 

        cursor.execute(sql) 

     db.commit() 

    except: 
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    db.rollback() 

    return 0 

    return 1 

    db.close() 

 

@app.route('/permission', method='POST') 

def addPermission(): 

    response.content_type = 'text/plain' 

    response.status = 403    

    encoded = request.get_header('Authorization') 

    if encoded is None: 

    return   

    data = decodeJWT(encoded) 

    username = data['username'] 

    password = data['pw'] 

    admin = checkAdmin(username, password) 

    if not admin: 

    return 

    role  = request.forms.get('role') 

    topic = request.forms.get('topic') 

    acc   = int(request.forms.get('acc')) 

    role_check = checkPermission(role, topic, acc) 

    if(role_check>0): 

    return     

    success = insertPermission(role, topic, acc) 

    if success == 0: 

    return 

    response.status = 200 

    return 

 

@app.route('/permission', method='DELETE') 

def delPermission(): 

    response.content_type = 'text/plain' 

    response.status = 403 

    encoded = request.get_header('Authorization') 

    if encoded is None: 

    return  

    data = decodeJWT(encoded) 

    username = data['username']  

    password = data['pw'] 

    admin = checkAdmin(username, password) 

    if not admin: 

    return  

    role  = request.forms.get('role') 

    topic = request.forms.get('topic') 

    acc   = int(request.forms.get('acc')) 

    perm_check = checkPermission(role, topic, acc)  

    if(perm_check==0): 

    return  

    success = deletePermission(role, topic, acc) 

    if success == 0: 

    return  

    response.status = 200 

    return  

 

def checkPermission(role, topic, acc): 

    cur = db.cursor() 

    sql = "SELECT COUNT(*) FROM mqtt_permissions WHERE role 

= '%s' AND topic = '%s' AND rw = '%d'" % (role, topic, acc) 



 

 

357 

358 

359 

360 

361 

362 

363 

 

364 

365 

366 

 

367 

368 

369 

370 

371 

372 

373 

374 

 

375 

376 

377 

 

378 

379 

380 

381 

382 

383 

384 

385 

 

386 

387 

388 

389 

390 

    try: 

        cur.execute(sql) 

        result = cur.fetchone() 

        return result[0] 

    except: 

        print "Fetch Gagal" 

    db.close() 

 

def insertPermission(role, topic, acc): 

    cursor = db.cursor() 

    sql = "INSERT INTO mqtt_permissions(role, topic, rw) 

VALUES ('%s', '%s', '%d')" % (role, topic, acc) 

    try: 

        cursor.execute(sql) 

        db.commit() 

    except: 

    db.rollback() 

    return 0 

    return 1 

    db.close() 

 

def deletePermission(role, topic, acc): 

    cursor = db.cursor() 

    sql = "DELETE FROM mqtt_permissions WHERE role = '%s' 

AND topic = '%s' AND rw = '%d'" % (role, topic, acc) 

    try: 

        cursor.execute(sql) 

        db.commit() 

    except: 

    db.rollback() 

    return 0 

    return 1 

    db.close() 

 

if __name__ == '__main__': 

    bottle.debug(True) 

    bottle.run(app, 

        host= "localhost", 

        port= 8100) 
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2.2. Screenshot Auth-Server Pengujian Keamanan 
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2.3. Screenshot Pengujian Performa Sistem 
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