STANDART OPERASIONAL PROSEDUR (SOP)

1. Instalasi Mikrotik Routerboard RB750
Instalasi mikrotik routerboard RB750 dapar diakses menggunakan software tool Winbox..

Berikut adalah diagram alir dari instalasi mikrotik routerboard RB750 hingga instalasi alamat IP

MULAI

Koneksi interface ethernet 1 dari ISP
dan ethernet 2 menuju client

¥

Konfigurasi Winbox remote Mikrotik
Routerboard750

!

Konfigurasi Ethernet 1 dan 2 melalui
winbox

!

Konfigurasi DHCP client

client:

!

Konfigurasi DHCP server

!

Konfigurasi IP DNS

!

Konfigurasi IP Firewall

!

Konfigurasi Komputer Client koneksi
ke internet

!

Konfigurasi Alamat IP Client

Gambar Diagram Alir Instalasi Mikrotik Routerboard RB750
Sumber: Instalasi Mikrotik Routerboard RB750




Adapun langkah-langkah dalam instalasi mikrotik routerboard750 adalah sebagai

berikut:

1. Hubungkan kabel utp dari modem ke port 1 Mikrotik RB750.
2. Hubungkan kabel utp dari port 2 ke switch atau hub atau langsung ke PC Client.

3. Setelah semua kabel terkoneksi

dengan benar, coba internet dengan browsing kemana saja.

Konfigurasi dari sistemadalah CLIENT > MIKROTIK RB750 > MODEM > INTERNET

4. Buka winbox

" MikroTik Winox Loader v22.18 (=N S|

Connect To: e Connect

Login: ‘ admin

Password: ‘

Save
[ |

Tools.... |

[ Keep Password
|w secure Mode
|¥ Load Previous Session

Note: | MikraTik

Address | User Note |

Gambar Tampilan Winbox \2.2.18
Sumber: Software Winbox

5. Koneksi Winbox ke Mikrotik RB750
Klik (...) pada connect to > Kklik IP address atau MAC address - Connect seperti

pada gambar di bawah ini:

B | =7

Connect To:
Login:

Password:

Note:

Address

E—

MAC Address IP Address
D4:.CA:60:64:08:98 192.168.0.1

Board Mame
RB750

Version
5.16

Identity
MikraTik.

nr 3

Gambar Tampilan Daftar Connect to
Sumber: Software Winbox



Connect To: I 192.168.0.1 | Connect

Login: | admin

i

Password: |
[~ Keep Password o
¥ Secure Mode Remove
[¥ Load Previous Session Todls... |
Note: | MikraTik
Address | user | Mate |

Gambar Tampilan Connect To
Sumber: Software Winbox

6. Mengaktifkan interface Ethernet yang terpasang pada Mikrotik RouterOS melalui Winbox
Klik menu Interfaces = tanda + = General = isikan kolom name danMTU = Apply =

OK

Hide Passwords [

Interfaces

Bridge

PPP e List

Switch Inte ECE|E{hama EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP | Bonding LTE

Hesh [#-]= [v][=] [=]

P Name + [Type [L2MTU [Tx [Rx

MPLS retheri-gateway _ Ethemet 1600 11,8Kbps 3273

Routing retherZmasterd... Ethemet 1598 413.1kbps  17.5kbps
retherdslavedo... Ethemet 1598 Obps  Obps

System “etherd slavedo... Ethemet 1598 Obps  Obps

retherSslavedo... Ethemet 1538 Obps  Obps

Queues
Flles

Log

Radius

Tools I
New Teminal
MetaROUTER
Make Supout if

o
5 tems (1 selected)

Manual
Exdt

Gambar Tampilan Interface List
Sumber: Software WinBox

Berdasarkan tampilan monitor ethernet pertama bernama “etherl-gateway” dimana

etherl terkoneksi ke IP public atau internet dari ISP dan ether2 bernama “ether2 - master”

terkoneksi ke IP jaringan lokal.



7. Konfigurasi DHCP client
DHCP client merupakan DHCP yang akan menerima alamat IP yang diberikan DHCP
server. Konfigurasi dengan Winbox:
Klik menu IP = DHCP Client > DHCP - tanda + warna merah = interface: etherl
- Apply 2 OK

Intefaces
Bridge

FRF (+][=] [][x] Felease || Renew

Suitch [Interface #|Use P...|Add D...|IP Address  |Expires After | Status [+
Mesh ctherlgateway  yes  yes 172201719 03:03:43 boun

P
MPLS
Routing
System

Queues

Files

Log
Radius

Toals

New Teminal

MetaROUTER
Make Supout
Marual

Ext

Gambar Tampilan DHCP Client
Sumber: Software WinBox
Berdasarkan tampilan monitor, etherl gateway menunjukkan status: bound, hal ini
menunjukkan bahwa etherl sudah terkoneksi dengan koneksi internet dengan alamat IP DHCP
Client adalah 172.20.17.19.

8. Konfigurasi DHCP server
DHCP server merupakan alamat IP DHCP yang memberikan alamat IP ke workstation.
Konfigurasi menggunakan Winbox:
Klik menu IP = DHCP Client - DHCP - tanda + warna merah = interface: ether2
2> Apply > OK



Sl ) EWW

[Name: 7 [Interface [Relay  [Lease Time |Address Pool
X defak cther2masteriocal 3d 00:00:00 defaultdhcp no

Gambar Tampilan DHCP Server
Sumber: Software WinBox

9. Konfigurasi IP DNS

Fungsi dari setting DNS adalah untuk menentukan alamat IP server yang berfungsi
sebagai Domain Name Server. Server ini bertugas menerjemahkan alamat domain yang dituju.
Konfigurasi menggunakan Winbox:

Klik menu IP = DNS - Settings = Servers: 192.168.0.1 & Dynamic Serversl:
175.45.184.164 dan Dynamlc Servers2: 175.45.184.165 2> Apply > OK

Intefaces
Bridge
FPP
Switch
Mesh

IP

MFLS

Routing Servers: [192.168.0.1 s
System Dynamic Servers: |175.45.184.164
Queues 175.45.184.165

Fles

Log Alow Remote Requests
Radius Max UDF Packet Size: 4086 |
Tools ¥ Cache Size: (2048 KB
New Ternca Coche et

MetaROUTER
Make Supout rf

Manual
Exit

Gambar Tampilan IP DNS
Sumber: Software Winbox

10. Konfigurasi IP Firewall

Setting IP Firewall digunakan untuk menjadikan Mikrotik RouterOS sebagai gateway
server. Konfigurasi menggunakan Winbox: Klik menu IP - Firewall > Filter Rules 2> Apply
- OK



Interfaces Firewall =B
Bridge Fiter Ruies | NAT Mangle | Service Ports | Connetions | Address Lists | Layer? Protocols
i +][] [ Fece Caricr | [on Resst A1 Courer | -
EIED # | [Acion |[Chain [Src. Address |Dst. Address |Proto... | Src. Port | Dst. Pot_|In. Inter..|Out. Int._[Bytes _ |Packets |+
Mesh : default configuration
B P I f ace... input e 20148 Fed
< defaut configuration

MPLS L I o acc.. input 5816 KiB 7840

|z defaut configuration
Routing 2 Facc.. input 0B 0
System r : default configuration
Queues 3 M drop input ether- 3150 KB 2695
Fies
Log
Radius
Tools r
New Terminal
MetaROUTER

4tems

Gambar Tampilan Firewall
Sumber: Software Winbox
2. Instalasi Komputer Client
Instalasi komputer client dilakukan agar komputer client dapat mengakses internet
melalui mesin Mikrotik RouterOS. Konfigurasi computer client sebagai berikut:
a. Kilik Start > Control Panel > Network and Internet > Network and Setting Center 2>
Local Area Connection

;: » Control Panel » Networkand Intenet » Network and Sharing Center

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings m&g @ e See full map
~ 2

Chi L} d shi
ange advanced sharing & KOMJAR-PC Network 7 Internet

settings
(This computer)
View your active networks Connect or disconnect
Accesstyper  Intemnet
e 7 H thp Joined
letwo, omeGroup:  Joine:
8 Home network P

Connections: I Local Area Connection

Change your networking settings
{iGa Setup a new connection or network
=

Set up a wireless, broadband, dial-up, ad hoe, or VPN connection; or set up a router or access point.

Connect te a network

Connect of reconnect to a wireless, wired, dial-up, or VPN network connection.

x

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

[S] Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Gambar Tampilan Control Panel Salah Satu Komputer Client
Sumber: Control Panel Windows 7 Ultimate



b. KIlik Internet Protocol Version 4 (TCP/IPv4) - OK

connection uses the following items:

T o
Connect using:
& Atheros ARB152 PCI-E Fast Ethemet Controller (NDIS 621

This
% Client for Microsoft Networks
[ 80105 Packet Scheduler

«& Intemet Protocal Version

gﬁ\e and Prirter Sharing for Microsoft Netwarks

& (TCP/IPvE)
et Protocal Vergon 4 (TCP/IPv) |

-4 Link-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discoveny Responder

Des

=

sssss

Control Pratocol/Intemet Protocol. The defautt
protocol that provides
& interconnected networls

COMMUNIC ation

il

Gambar Tampilan Local Area Connection Properties Salah Satu Komputer Client
Sumber: Control Panel Windows 7 Ultimate

c. Konfigurasi Alamat IP Client

Dalam sistem manajemen bandwidth prioritas alamat IP client, pengaturan alamat IP
client harus diatur terlebih dahulu untuk menerapkan sistem manajemen bandwidth prioritas
alamat IP Client. Tabel merupakan konfigurasi masing-masing alamat IP client dalam sistem

manajemen bandwidth.

Tabel Konfigurasi Masing-Masing Alamat IP Client

Komputer | Alamat IP | Subnet Mask | Default Gateway | DNS Server
PC1 192.168.0.2 | 255.255.255.0 192.168.0.1 192.168.0.1
PC 2 192.168.0.3 | 255.255.255.0 192.168.0.1 192.168.0.1
PC3 192.168.0.4 | 255.255.255.0 192.168.0.1 192.168.0.1
PC4 192.168.0.5 | 255.255.255.0 192.168.0.1 192.168.0.1

Pengaturan masing-masing alamat IP client pada sistem ini menerapkan kelas IP kelas C. Subnet
mask diatur untuk menunjukkan letak suatu host berada dalam suatu jaringan. Default gateway

menunjukkan alamat IP router yang menghubungkan internal networks dan outside network

(internet).

Sumber: Perancangan




Penjelasan konfigurasi

Pada sistem jaringan ini terdiri dari empat host dan sebuah router.
e Alamat host:

192.168.0.2

192.168.0.3

192.168.0.4

192.168.0.5

e Alamat router:

192.168.0.1

e Subnet mask pada jaringan:
255.255.255.0

Contoh:

Sebuah paket yang ditujukan pada alamat IP 192.168.0.2, paket tidak dapat secara langsung
menuju tujuan, melainkan paket harus dikirim melalui default gateway (router) untuk
menentukan jalur paket ke tujuan.

Internet Protocol Version 4 (TCP/IPv4) Properties ‘ v

General

I Local Area Connection sgﬁ
General

‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator Connection
for the appropriate IP settings. IPv4 Connectivity: Internet
IPv6 Connectivity: Mo network access
() Obtain an IP address automatically Media State: Enabled
| @) Use the following IP address: Duration: 01:04:18
IP address: 192.168. 0 . 2 Speed: 100.0 Mbps
Subnet mask: 255,255,255, 0
Default gateway: 192 .168. 0 . 1
Obtain DNS server address automatically Activity
(@) Use the following DNS server addresses: —i
Preferred DNS server: 192 .168. 0 . 1 Sent — '=-.,L’:‘q Received
=
Alternate DNS server: Bytes: 076224 | 110,958,351
[[] validate settings upon exit
[ @Propemes ] [ r@mlsable ] [ Diagnose ]

a. (b)



Network Connection Details -1 =]
Network Connection Details
Property Value
Connection-specfic DN..
Description Atheros ARB152 PCI-E Fast Ethemet Con)
Physical Address BC-5F-F4-22-26-D5
DHCP Enabled No
IPv4 Address 152.168.0.2
IPv4 Subnet Mask 255.255.255.0
IPv4 Default Gateway 152.168.0.1
IPv4 DNS Server 152.168.0.1
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address fe80:b54%b170:d113:2064%11
IPv6 Default Gateway
IPvE DNS Server
< m »
)|

Gambar Konfigurasi Alamat IP Client Salah Satu Client (a) Tampilan Setting Alamat IP (b) Tampilan Local
Area Connectin Status (c) Tampilan Network Connection Details
Sumber: Control Panel Network Windows 7 Ultimate

3. Instalasi Teknik Antrian Simple Queue Pada Masing-masing PC Client

Instalasi teknik antrian simple queue pada masing-masing alamat IP PC client bertujuan
untuk memberikan alokasi upload dan download sistem manajemen menggunakan teknik antrian
simple queue.

Prosedur pengujian alokasi upload dan download pada masing-masing PC client teknik

antrian simple queue dapat digambarkan menggunakan diagram alir adalah sebagai berikut:

MULAI

Konfigurasi target alamat IP client
menggukan teknik antrian simple queue
melalui Winbox

!

Konfigurasi alokasi upload dan
download pada masing-masing alamat 1P
client

Pengujian alokasi upload dan download
menggunkan speedtest.net pada masing-
masing alamat IP client

!

SELESAI

Gambar Diagram Alir Konfigurasi Sistem Manajemen Bandwidth Pada Masing-masing PC Client Teknik
Antrian Simple Queue
Sumber: Prosedur Pengujian

Prosedur konfigurasi sistem manajemen bandwidth pada masing-masing PC Client teknik

antrian Simple Queue adalah sebagai berikut:



a. Konfigurasi Teknik Antrian Simple Queue
Klik Menu Queues = Simple Queues = General 2 Name - Target Address = Target
Upload = Target Download = Apply - OK

L) admin

Interfaces Simple Gueus <pcls =l E3
Bridge General | Advanced  Statistics Traffic | Total | Total Statistics
H Name: |pc1 ‘ Cancel
Swteh Target Address: [192.168.0.2 |< Apply
Mesh
P [3 Target Upload Target Download ,W‘
MPLS i Max Limit: [2M [#] [2m [+ bitss
Routing [+ | —&- Burst
System " Burst Limit: [unlimited [#] [artimited [+ ] bits/s [ oo |
Queues Burst Threshold: |un|im'rted " * | ||.|r1\imrted || * |b'rlsfs
Files Burst Time: [0 | [o s
Radius Torch
Tools 12
New Terminal
MetaROUTER
Malke Supout rif
Manual
Exit
enabled [
(@)
L>) admin
Interfaces Queue List

Bridge Simple Queues | Interface Queues  Gueue Tree  GQueue Types

HiF E“El |3: Reset Courters HDD Reset All Counters |

Gt #]  [Name [ Target Ad... |Foc Max Limit | Tx Maox Limit_|Packet ...
0 @pcl 152.168.0.2 2M M

1 Spc2 19216803 M ™

2 @pe3  192.168.04 512% 512

3 Bped 19216805 256k 256k

Routing
System
Queuss
Files
Log
Radius
Tools

Mew Terminal

MetaROUTER 0 packets queued
Make Supout rf
Manual

Exdt

(b)

Gambar (a) Tampilan Simple Queue PC 1 192.168.0.2 (b) Tampilan Simple Queue List
Sumber: Software Winbox

4. Instalasi Teknik Antrian Queue Tree Pada Masing-masing PC Client

Instalasi teknik antrian queue tree pada masing-masing alamat IP client bertujuan untuk

memberikan alokasi upload dan download dalam sistem manajemen bandwidth pada masing-



masing alamat IP client. Langkah pertama pengaturan manajemen bandwidth teknik antrian jenis
queue tree adalah mengatur IP Firewall Mangle kemudian konfigurasi teknik antrian jenis queue
tree.

Prosedur pengujian alokasi upload dan download pada masing-masing PC client teknik

antrian queue tree dapat digambarkan menggunakan diagram alir adalah sebagai berikut:

MULAI

Pengaturan IP Firewall Mangle

!

Pengaturan Queue Types= PCQ (Per
Connection Queue)

v
Konfigurasi alokasi upload dan download

pada masing-masing alamat IP client
menggunakan queue tree

SELESAI

Gambar Diagram Alir Konfigurasi Sistem Manajemen Bandwidth Pada Masing-masing PC Client Teknik
Antrian Queue Tree
Sumber: Prosedur Pengujian

Prosedur konfigurasi sistem manajemen bandwidth pada masing-masing PC Client teknik

antrian Queue Tree adalah sebagai berikut:

1. Pengaturan IP Firewall Mangle

Pengaturan IP Firewall mangle merupakan aturan atau rule untuk pembatasan bandwidth.
Klik IP > Firewall > Mangle
Kemudian buat rule (klik tanda + merah) dengan parameter sebagai berikut:

Pada tab Gene ral:

Chain = forward

Srcaddress  =192.168.0.2 (untuk IP PC 1 yang di-limit)
Pada tab Action:

Action = mark park packet

New Connection mark =dariPC1

Klik Apply > OK



Kemudian buat rule lagi (klik tanda + merah) dengan parameter sebagai berikut:

Mangle Rule <192.168.0.2> Mangle Rule <192 168.0.2>

General Advanced Bxdra Action | Statistics

Action:
New Packet Mark: [dar pc1
¥ Passthrouch

General | Advanced Edra  Action  Statistics

Chain: [forward

4 (.

Src. Address: 192.168.0.2

4 » H

Dst. Address:

|

|

|

|

Protocol: [716 fep) T |
Sre. Patt |
Dst. Port |
Any. Port |
P2P. |

In. Interface:

4 4 4 4 4 4

Out. Interface:

Packet Mark:
Connection Mark

Routing Mark

4 4 4 A

Routing Table

Connection Type:

Connection State hd

enabled enabled

@) (b)

Gambar Tampilan mangle rule pada queue tree (a) tab General (b) tab Action
Sumber: Winbox

Pada tab General:

Chain = forward

Connection mark = PC1 (pilih dari dropdown menu)
Pada tab Action:

Action = mark packet

New packet Mark =ke PC1

Klik Apply > OK

Mangle Rule <192.168.0 2> Mangle Rule <192.168.0.2>

General | Advanced Edra  Action  Statistics General  Advanced BExra Action | Statistics

Action:
New Packet Mark: ke pel
| Passthrough

Chain: |forward

o |4

Src. Address

L B

Dst. Address: 192.1680.2

.

4 4 4 4 « 4

Protocal: [1[6 tep)
Sre. Pot
Dst. Pott
Any. Port
F2P
. Interface

Out. Interface:

Packet Mark:
Connection Mark:

Routing Mark:

4 4 4« 4

Routing Table

Comnection Type:

Cannection State: -

enabled enabled



(a) (b)

Firewall = B

Fiter Rules  NAT Mangle | Service Ports | Connections | Address Lists  Layer7 Protocols
+ Al T Reset Counters || 00 Reset All Counters all ¥
# Action Chain Src. Address |Dst. Address |Protocol |Src. Port | Dst. Port|In|w
i # mark packst forward ___ 192.168.02 6 ficp
5 # mark packet foward  192.168.03 6 cp)
6 # mark packst forward  152.168.04 6 {tcp)
7 # mark packet forvard  192.168.05 6 fep)
1 # mark packet forward 19216802 6 fcp)
2 # mark packst forward 19216803 6 fcp)
4 # mark packet forward 192.16804 6 fcp)
3 # mark packet forward 19216805 6 fcp)
. *
8items

(©

Gambar Tampilan mangle rule pada queue tree (a) tab General (b) tab Action (c) IP Mangle
Sumber: Winbox

2. Pengaturan Queue Types

Klik menu Queues > Queue Types
Type Name =PCQ1M
Kind =pcq
Rate =1M
Limit =50
Total Limit = 2000
Classifier = Dst.address
Klik Apply 2> OK

Gueue Type <PCA1TM:

Type Name: |[E8eRl
Rate: 1M Apply
Lne: (50
Total Limit: [2000
Burst Rate: A
Burst Threshold: hd

Burst Time: |00:00:10

Classifier
Src. Address | Dst. Address
Src. Port Dst. Port

Src. Address Mask: |32
Dst. Address Mask: |32
Src. Address6 Mask: |64
Dst. Address6 Mask: |64

Gambar Tampilan Queue Type
Sumber: Winbox



3. Konfigurasi Queue Tree

Klik menu Queues = Queue Tree

Kemudian buat rule (klik tanda + merah) dengan parameter sebagai berikut:
Pada tab General:

Name =PC1

Parent = ether2- master- local

Packet Marks = ke PC1

Queue Type =PCQ2M

Priority =

Klik Apply 2> OK

Queus List =1 E3
General | Siatistics
= [ Simple Queues | Inteface Queues Queus Tree | Queue Types
Name: |
. e o — { de||=| || % |0 |T| |00 ResetCounters | 00 Reset All Counters
‘arent: | sther2-masterdocal +
P P Slo Name Parent Pack. Limit At b...|Max Limit ...[Avg. R... |Queued Bytes |Bytes Packe v
acket Matks. ke pe T Bpel sther2master... ke pcl Obps 0B 2970.. 206408
— Hpc2 ether?master... ke pc2 Obps 0B 1716 122307
Gucus hpe=| UM 7| | BEpcd stherZmaster. . ke pcd Dbips 0B 677MB 52405
Priority: |8 [ Hpcd etherZmaster... ke pcd Obps 0B S48MB 42265
Limit At ¥ bits/s [
Max Limit v bits/s [
Burst Limit v bits/s [
Burst Threshold. ¥ bits/s
Burst Time v s
+ »
enabled 4items out of 16 (1 select... |0 B queued 0 packets queued

(a) (b)

Gambar Tampilan Konfigurasi Queue Tree (a) Tab General padaPC 1 (b) Queue List pada Queue Tree
Sumber: Winbox



