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ABSTRAK 

Anggun Triyogo, Jurusan Teknik Elektro Fakultas Teknik Universitas 

Brawijaya, Desember 2012, Pengembangan Algoritma Enkripsi Dekripsi Berbasis 

LFSR Menggunakan Polinomial Primitif, Dosen Pembimbing : Waru 

Djuriatno,ST.,MT. dan Adharul Muttaqin, ST.,MT. 

Stream cipher adalah salah satu metode kriptografi modern yang populer 

karena di samping prosesnya yang memakan waktu lebih singkat, stream cipher 

juga menggunakan memori yang lebih sedikit. Stream cipherbekerja dengan 

melakukan operasi XOR antara data  dengan bilangan acak. LFSR (Linear 

Feedback Shift Register) adalah salah satu jenis generator yang dapat 

menghasilkan bit semu acak. LFSR sering digunakan karena mampu 

menghasilkan bit semu acak dengan periode maksimal yang panjang dan mudah 

diaplikasikan dalam berbagai hal. Namun seiring dengan perkembangan zaman 

penggunaan sebuah LFSR sebagai generator bit semu acak rawan terhadap 

serangan kriptanalisis. Skripsi ini mencoba menerapkan metode multi register 

yang dapat mebuat bilangan semu acak  lebih tahan terhadap serangan 

kriptanalisis. 

Untuk menerapkan metode tersebut dibuat sebuah sistem multipleksing 3 

buah LFSR, dimana keluaran dari generator LFSR pertama dan kedua berfungsi 

sebagai  masukan multiplekser dan keluaran dari generator nomor tiga berfungsi 

sebagai fungsi select dari multiplekser. 

Hasil pengujian menunjukkan bahwa multipleksing LFSR  mampu 

melakukan proses enkripsi dekripsi denngan baik, bilangan semu acak yang 

dihasilkan oleh multipleksing generator lebih tahan terhadap kriptanalisis 

dibandingkan single LFSR, dan secara statistik nilai keacakan bilangan semu acak 

yang dihasilkan multipleksing generator tidak berbeda jauh dengan nilai statistik 

bilangan semu acak single LFSR. Dari beberapa kali proses pengujian statistik 

didapatkan nilai rata rata entropi 7.98155, arithmatic mean 127.441, dan serial 

coefficient correlation sebesar 0.07 

 

 

Kata kunci :Stream cipher, Linear Feedbak Shift Register,multipleksing, 

uji statistik. 

 

 

 

 

 

 

 

 

 

 

 

 

 



iv 

 

DAFTAR ISI 

 

PENGANTAR  ............................................................................................................. i 

ABSTRAK  ................................................................................................................... iii 

DAFTAR GAMBAR .................................................................................................... vii 

DAFTAR TABEL ......................................................................................................   ix 

BAB I       PENDAHULUAN ....................................................................................... 1 

1.1 Latar Belakang ................................................................................................... 1 

1.2 Rumusan Masalah…………. ............................................................................. 2 

1.3 Tujuan. ................................................................................................................ 2 

1.4 Batasan Masalah ................................................................................................. 2 

1.5 Sistematika Penulisan ......................................................................................... 2 

BAB II      TINJAUAN PUSTAKA  ............................................................................ 4 

2.1 Kriptografi .......................................................................................................... 4 

2.2 Sejarah Kriptografi  ............................................................................................ 4 

2.3 Tujuan Kriptografi .............................................................................................. 6 

2.4 Sistem Kriptografi .............................................................................................. 6 

2.4.1. Enkripsi ....................................................................................................... 7 

2.4.2. Dekripsi ....................................................................................................... 7 

2.5. Kriptografi Berdasar jenis Kunci ....................................................................... 8 

2.5.1. Kriptografi Kunci Asimetris........................................................................ 9 

2.5.2. Kriptografi Kunci Simetris .......................................................................... 10 

2.6. Prinsip Dasar Chiper .......................................................................................... 11 

2.7. Cipher Aliran (Stream Cipher) .......................................................................... 11 

     2.7.1     Synchronous Stream Cipher ......................................................................... 12 

     2.7.2     Self-Synchronous Stream Cipher ................................................................. 12 

2.8      Aritmatika Modulo .............................................................................................. 12 

2.9      Operasi XOR ....................................................................................................... 13 

2.10    Bilangan Acak ..................................................................................................... 13 

2.11    Pembangkit Bilangan Acak ................................................................................. 14 

2.12    Pembangkit Bilangan Acak Semu ....................................................................... 14 

2.13    Algoritma Pembangkit Bilangan Acak Semu ..................................................... 14 



v 

 

2.14    Linear Feedback Shift Register (LFSR) .............................................................. 15 

2.15    Multi register ....................................................................................................... 17 

2.16    Polinomial Primitif .............................................................................................. 18 

2.17    Pengujian Statistik Terhadap Bilangan Acak Semu............................................ 19 

BAB III        METODOLOGI ..................................................................................... 22 

3.1 Studi Literatur ..................................................................................................... 22 

3.2 Abstraksi Sistem ................................................................................................. 22 

3.3 Dagram alir  ........................................................................................................ 23 

3.4 Analisa Kebutuhan  ............................................................................................ 26 

3.5 Perancangan ........................................................................................................ 26 

3.6 Implementasi ...................................................................................................... 26 

3.7 Pengujian Sistem ................................................................................................ 26 

3.8 Kesimpulan dan Saran ........................................................................................ 26 

BAB IV       PERANCANGAN .................................................................................... 27 

4.1 Pembahasan ........................................................................................................ 27 

4.2 Perancangan ........................................................................................................ 28 

4.2.1.  Perancangan Program .................................................................................. 28 

4.2.2. Perancangan Form ....................................................................................... 34 

BAB V       IMPLEMENTASI DAN ALGORITMA ................................................. 36 

5.1 Implementasi Sistem .......................................................................................... 36 

5.1.1. Spesifikasi Perangkat Keras dan Perangkat Lunak ..................................... 36 

5.1.2. Cara Instalasi ............................................................................................... 36 

5.1.3. Cara Penggunaan Program .......................................................................... 36 

5.2 Algoritma ............................................................................................................ 40  

BAB VI PENGUJIAN DAN ANALISIS .................................................................... 44 

6.1 Pengujian Validasi .............................................................................................. 44 

6.1.1 Kasus Uji Validasi ..................................................................................... 44 

6.2.2 Hasil Pengujian Validasi ............................................................................ 45 

6.2 Analisis Periode Maksimal Generator ................................................................ 48 

6.3 Analisis Terhadap Kriptanalisis ......................................................................... 50 

6.3.1      Ciphertext Only Attack ............................................................................... 50 

6.3.2  Brute Force Attack ......................................................................................... 53 



vi 

 

6.4.       Pengujian Bit Semu Acak ................................................................................. 55 

6.4.1. Pengaruh Polinomial Primitif ........................................................................ 55 

       6.4.2. Pengaruh Multipleksing LFSR ...................................................................... 55 

6.5.      Pengujian Statistik Terhadap Bilangan Acak Semu........................................... 56 

BAB VI KESIMPULAN DAN SARAN...................................................................... 61 

DAFTAR PUSTAKA  .................................................................................................. 63 

LAMPIRAN .................................................................................................................. 65 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



vii 

 

DAFTAR GAMBAR 

 

Gambar 2.1 Proses Enkripsi Dengan Kunci ................................................................... 7 

Gambar 2.2 Proses Dekripsi Dengan Kunci .................................................................. 7 

Gambar 2.3 Skema Kriptografi Kunci Asimetris ........................................................... 9 

Gambar 2.4 Skema Kriptografi Kunci Simetris ............................................................. 10 

Gambar 2.5 Skema kerja Stream Chiper........................................................................ 12 

Gambar 2.6 Tabel Kebenaran XOR ............................................................................... 13 

Gambar 2.7 LFSR .......................................................................................................... 15 

Gambar 2.8 Skema LFSR dengan Panjang L ................................................................ 16 

Gambar 2.9 Multi Register dengan Operasi Boolean .................................................... 18 

Gambar 3.1 Arsitektur Global Sistem Pengguna ........................................................... 23 

Gambar 3.2 Arsitektur Global Aplikasi Enkripsi Dekripsi ............................................ 23 

Gambar 3.3 Proses Enkripsi Data .................................................................................. 24 

Gambar 3.4 Proses Dekripsi Data .................................................................................. 25 

Gambar 4.1 Proses Multipleksing Secara Umum .......................................................... 28 

Gambar 4.2 Proses Enkripsi ........................................................................................... 30  

Gambar 4.3 Proses Dekripsi ........................................................................................... 32  

Gambar 4.4 Proses Multipleksing .................................................................................. 33 

Gambar 4.5 Rancangan Form Aplikasi Enkripsi Dekripsi............................................. 34 

Gambar 5.1 Tampilan Antar Muka Program ................................................................. 37 

Gambar 5.2 Proses Memasukkan Initial state................................................................ 37 

Gambar 5.3 Proses Memasukkan File ............................................................................ 38 

Gambar 5.4 Proses Menentukan Lokasi Output File ..................................................... 39 

Gambar 5.5 Proses Enkripsi Dekripsi. ........................................................................... 39 

Gambar 6.1 Plaintext bab6.txt ....................................................................................... 46 

Gambar 6.2 Ciphertext plaintextbab6.file ...................................................................... 47 

Gambar 6.3 Decrypted ciphertext plaintext bab6.file .................................................... 47 

Gambar 6.4 Antar Muka Aplikasi ExamDiff. ................................................................ 51 

Gambar 6.5 Laporan ExamDiff bila Dua Buah File Identik. ......................................... 52 

Gambar 6.6 Laporan ExamDiff bila Dua Buah File Tidak Identik................................ 52 

Gambar 6.7 Hasil Pengujian Statistik Menggunakan ENT ............................................ 56 



viii 

 

Gambar 6.8 Perbandingan Entropi Ciphertext Multiplekser LFSR dan Single 

LFSR .............................................................................................................................. 58 

Gambar 6.9 Perbandingan Chi Square Ciphertext Multiplekser LFSR dan Single 

LFSR .............................................................................................................................. 59 

Gambar 6.10 Perbandingan Arithmetic Mean Multiplekser LFSR dan Single 

LFSR .............................................................................................................................. 59 

Gambar6.11 Perbandingan Monte Carlo Pi Multiplekser LFSR dan Single LFSR ....... 60 

Gambar 6.12 Perbandingan Serial Correlation Multipleksing LFSR dan Single 

LFSR   ............................................................................................................................ 60 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ix 

 

DAFTAR TABEL 

 

Tabel 6.1 Test case untuk pengujian validasi................................................................. 46 

Tabel 6.2 3 Buah Bit Semu Acak Dengan Periode  Sama ............................................. 48 

Tabel 6.3 Tiga Buah Bit Semu Acak Dengan Periode  Berbeda ................................... 49 

Tabel 6.4 Hasil Uji Ciphertext Only Attack ................................................................... 53 

Tabel 6.5 Nilai Maksimum dan  Minimum Test Statistik Multipleksing LFSR ............ 57 

Tabel 6.6 Perbandingan Bilangan Acak Semu Multipleksing LFSR dan Single 

LFSR Secara  Statistik ................................................................................................... 57 


